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Mitigating the 
Drone Threat
Most Organizations Have Mature 2-D:
-Threat Assessment
-Vulnerability Assessment
-Countermeasures Implementation
-Risk Management

3-D Threat Brings New Challenges:



Modern Threat Reality
MULTIPLE UAV/CUAVs ARE CREDIBLE TODAY
• Cooperative swarms coming soon

– - Poor-Man’s MIRV
– - Overwhelm response capability

•
Few/no pilot skills needed

•
Minimal risk to pilots

•
Pilots quickly shift to other attack duties

•
Payload

– - 1-2lbs (Phantom4, Disco), 11-15lbs (S1000)
– - Near Future: 20-40lbs (p107), 60-100lbs

•
Range: 1 to 20+ miles 



Prevention
Passive Mitigation: 
A Resilient Foundation
Inform and Warn

Mitigation structures above 
ground-level

Response force
- Random facility egress options 
with cover/concealment, good 
camera coverage
- No Congregation
- Movement



Response 
Procedures
PASSIVE THREAT 
(Containment)
- Find the pilot

- Roles / responsibilities for 
intercepting the pilot and 
drone

- Security alerts – 
communication 

- Possible lock down  

- Possible movement of people 
until vulnerability nutralized 

MALICIOUS THREAT
(Save Lives)
- All Hands on Deck

- Roles for emergency 
response 

- Emergency 
communication 

 - Evacuation or Shelter 
in place

- Lock down

- Law enforcement 
engagement / alerts

- Technology counter 
measures – if 
appropriate

RECOVERY
- Assess Impact

- Emergency Recovery 
Plans

- Disaster Recovery 

- Business Continuity

REPORT
- Witness documentation  - Identification of pilot / operator
- Collect evidence (chain of custody)  - Document event &  Impact

PROVISION for : 
Forensics
Detection 
Intercept
Emergency Response
 Prevention



COUNTER DRONE 
TECHNOLOGY



Counter Drone Tech
Counter-drone Technology Survey 
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Counter Drone Tech

Main Limitations
Optical Narrow field of view and only works during the day

Acoustic Does not provide precise location data and does not work well in noisy 
urban environments, constant updates of acoustic profiles required

Thermal Narrow field of view that is limited by moisture in the air

Radio Freq Can not detect drones that are flying autonomously with no emissions and 
difficult to use in urban environments with many RF transmitters. High False 
Alarms

Large 
Radar

Unable to operate in urban environments and easily overwhelmed by bird 
detections and requires secondary sensor for identification

Compact 
Radar

Works well in urban environments but requires multiple radars for a complex 
terrain and a secondary sensor for identification and evaluation of the threat



Counter Drone Tech
Night & 

Day
Rain Fog Snow Urban 

Clutter
Wide Area 
Coverage

Detect 
Autonomous

Precise
Location

Optical ⦸ ⦸ ⦸ ⦸ ✓ ⦸ ✓ ⦸
Acoustic ✓ ⦸ ✓ ⦸ ⦸ • 100m-1km ✓ ⦸
IR ✓ ⦸ ⦸ ⦸ ✓ ⦸ ✓ ⦸
Radio Freq 
(RF) ✓ ✓ ✓ ✓ • ✓ 4km ⦸ •
Large 
Radar ✓ ✓ ✓ ✓ ⦸ ✓ 1-3km ✓ ✓
Compact 
Radar ✓ ✓ ✓ ✓ ✓ • 1km ✓ ✓



Counter Drone Tech
Combined Sensor Systems

Primary Sensor: Radar for consistent detection over wide areas
Secondary Sensors: RF Radios and Cameras for confirmation and evaluation 

Market Survey Report
Sept. 2017



Counter Drone Tech
Response Systems



Counter Drone Tech
CHALLENGES / LIMITATIONS of C-UAS  Response Technologies

Drone on Drone: Can be dangerous, very difficult in practice and ineffective for a 
swarm attack

Kinetic Counter Drone: Can be dangerous, when having flight interrupted by 
physical means will fall to the ground at considerable speed.  Considered by many 
as inappropriate for use over crowds. 

RF Jamming Systems: work by disrupting the drone’s communication; drones can 
be programmed to operate autonomously without an active RF link. Jamming 
systems could also interfere with legitimate communication.

Drone technology itself is not standing still…. Requiring constant response to 
advancing technology.



LEGALITY



Legality
Overview of legal barriers to counter-UAS interventions

Access to protected computers
Computer Fraud and Abuse Act, 18 U.S.C. Section 1030

Electronic communications
- Wiretap Act, 18 U.S.C. Section 2511
- Pen/Trap Statute, 18 U.S.C. 3121
- Communications Act of 1934, as amended, 47 U.S.C. §§ 301, 302a(b), 333.

Interference with civil aircraft
Aircraft Sabotage Act, 18 U.S.C. Section 32

Many countermeasures for detecting and mitigating unmanned aircraft 
systems (UAS)/drones are considered illegal under certain federal laws 
that were enacted at a time when advanced UAS technology was 
unforeseen. Depending on the technique, one or more of the following 
statutes or regulations, and potentially others, may be violated:



Legality
There is a growing recognition in Washington of the urgent need to address the 
potential threat posed by unauthorized drone operations

In 2016, Congress granted counter-UAS authorities to two federal agencies:

DOE Fact Sheet



Legality
In 2018 as part of the FAA Reauthorization Act and the Preventing Emerging Threat 
Act the following agency were given drone mitigation authority

DHS Counter Drone Fact Sheet



Legality
FAA Reauthorization Act

Overview
- Places limits on the interception of 
communications obtained in the course of 
lawful and appropriate Counter-UAS operations.

- Mirrors the legislative language included in 
FY17 and FY18 NDAAs providing counter-UAS 
authorities to DOD

- Limits what DOJ and DHS can protect and 
who can carry out these activities.



What you can do?
Contact your Representative and Senators to 
share your views regarding counter-UAS 
authorities
- Visit these sites to identify your individual 
congressman/congresswoman and Senators 
and get contact info. – house.gov; senate.gov

Consider engaging in trade association 
activities focused on advancing counter-UAS 
issues
- Talk to representatives from the Security 
Industry Association (SIA) or other groups to 
find out what they are doing in this area and 
how you can get involved

Participate in federal rulemaking process 
developing counter-UAS regulatory framework
- Visit reginfo.gov to monitor rulemaking 
developments and to identify opportunities to 
submit formal comments
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Appendix
Why the status quo is untenable – the careless, clueless and criminal

Proliferation of drones expected to give rise to incidents 
involving the “careless and clueless.”
Over the next five years, the FAA projects that the hobbyist and commercial small 
UAS (sUAS)/drone fleets in the U.S. will increase exponentially:

Source: FAA Aerospace Forecast 2017-37

Capabilities of drones make them attractive for “criminal” use.
"Terrorist organizations have an interest in using drones.….I think the expectation 
is that it is coming here, imminently.”
 - FBI Director Christopher Wray, testifying before Senate Committee on Homeland Security and Governmental 
Affairs (9/27/17)

Type 2016 2021 Percent 
change

Hobbyist 1.1 million 3.55 million 222%

Non-Hobbyist 
(Commercial)

42,000 420,000 900%

Total 1.142 million 3.97 million 247%
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Appendix
Counter UAS Product Catalog 

ABOUT THE CENTER FOR THE STUDY OF THE DRONE
The Center for the Study of the Drone at Bard College is an 
interdisciplinary research institution that examines the 
novel and complex opportunities and challenges presented 
by unmanned systems technologies in both the military 
and civilian sphere. 
235 C-UAS Products
http://dronecenter.bard.edu/ 



Counter UAS Directory
http://www.unmannedairspace.info/wp-
content/uploads/2017/10/Counter-UAS-directory-October-
2017.v2.pdf



FISH FARMS
WATER TREATMENT PLANT

RESIDENTIAL
PIPELINES

DATA CENTERS
PARKING LOTS

HIGH SECURITY AREAS
AGRICULTURAL FARMS

SEAPORTS
EVENTS

RAILWAYS
GOVERNMENT FACILITIES

VIRTUAL FENCE RADAR SYSTEM
BORDER PROTECTION
WIND & SOLAR FARMS

PRISONS
POWER PLANTS

MINES
DAMS & BRIDGES

OIL & GAS
AIRPORTS

SUBSTATIONS
MILITARY
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