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Mitigating the
Drone Threat

Most Organizations Have Mature 2-D:
-Threat Assessment

-Vulnerability Assessment
-Countermeasures Implementation
-Risk Management

3-D Threat Brings New Challenges:




Modern Threat Reality

MULTIPLE UAV/CUAVs ARE CREDIBLE TODAY

Cooperative swarms coming soon
- Poor-Man’s MIRV

- Overwhelm response capability
Few/no pilot skills needed

Minimal risk to pilots

Pilots quickly shift to other attack duties

Payload
- 1-2Ibs (Phantom4, Disco), 11-15lbs (S1000)
- Near Future: 20-40lbs (p107), 60-100lbs

Range: 1 to 20+ miles




Prevention

Passive Mitigation:
A Resilient Foundation
Inform and Warn

Mitigation structures above
ground-level

Response force

- Random facility egress options
with cover/concealment, good
camera coverage

- No Congregation

- Movement
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Response
Procedures

PASSIVE THREAT
(Containment)
- Find the pilot

- Roles / responsibilities for
intercepting the pilot and
drone

- Security alerts —
communication

- Possible lock down

- Possible movement of people
until vulnerability nutralized

J

REPORT

MALICIOUS THREAT
(Save Lives) —
- All Hands on Deck

- Roles for emergency

response

- Emergency
communication

- Evacuation or Shelter
in place

- Lock down

- Law enforcement
engagement / alerts

- Technology counter
measures — if
appropriate

- Witness documentation - Identification of pilot / operator

- Collect evidence (chain of custody) - Document event & Impact

RECOVERY
- Assess Impact

- Emergency Recovery
Plans

- Disaster Recovery

- Business Continuity
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Counter-drone Technology Survey
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C-UAS INTERDICTION METHODS

C-UAS PRODUCTS AT-A-GLANCE

Jamming (RF, GNSS, or Both)
Net

Number of C-UAS products

Spoofing

Number of manufacturers Laser

Machine Gun

Systems capable of detection only
Electromagnetic Pulse

Systems capable of interdiction only Water Projector
Sacrificial Collision Drone

Other

Of both detection and interdiction
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Radio-frequency (RF)

Electro-Optical (EO)
Infrared (IR)

Acoustic

Combined Sensors

Detects the presence of small unmanned aircraft by their radar signature, which is generated
when the aircraft encounters RF pulses emitted by the detection element." These systems often
employ algorithms to distinguish between drones and other small, low-flying objects, such as
birds.

Identifies the presence of drones by scanning for the frequencies on which most drones are
known to operate. Algorithms pick out and geo-locate RF-emitting devices in the area that are
likely to be drones.

Detects drones based on their visual signature.
Detects drones based on their heat signature.

Detects drones by recognizing the unique sounds produced by their motors. Acoustic systems
rely on a library of sounds produced by known drones, which are then matched to sounds de-
tected in the operating environment.

Many systems integrate a variety of different sensor types in order to provide a more robust de-
tection capability. For example, a system might include an acoustic sensor that cues an optical
camera when it detects a potential drone in the vicinity. The use of multiple detection elements
may also be intended to increase the probability of a successful detection, given that no individ-
ual detection method is entirely failproof.

-'_WI-_ 1]
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Main Limitations

Optical Narrow field of view and only works during the day

Acoustic Does not provide precise location data and does not work well in noisy
urban environments, constant updates of acoustic profiles required

Thermal Narrow field of view that is limited by moisture in the air

Radio Freq | Can not detect drones that are flying autonomously with no emissions and
difficult to use in urban environments with many RF transmitters. High False
Alarms

Large Unable to operate in urban environments and easily overwhelmed by bird
Radar detections and requires secondary sensor for identification

Compact Works well in urban environments but requires multiple radars for a complex
Radar terrain and a secondary sensor for identification and evaluation of the threat




Counter Drone Tech

Night & Rain Fog Snow Urban Wide Area Detect Precise
Day Clutter Coverage Autonomous  Location

Optical

Acoustic ® 100m-1km

IR

Radio Freq
(RF) \/ \/ \/ \/ 4km

Large
Radar \/ \/ \/ \/ 1-3km

C t
rader ¥ Y | * 1km
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Combined Sensor Systems

Primary Sensor: Radar for consistent detection over wide areas
Secondary Sensors: RF Radios and Cameras for confirmation and evaluation

Homeland
Security

Science and Technology

Sept. 2017
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Response Systems

Disrupts the radio frequency link between the drone and its operator by generating large vol-
RF Jamming umes of RF output. Once the RF link, which can include WiF1 links, is severed, a drone will
either descend to the ground or initiate a “return to home” maneuver.

GNSS Jammin Disrupts the drone’s satellite link, such as GPS or GLONASS, which 1s used for navigation.
& Drones that lose their satellite link will hover in place, land, or return to home.
Allows one to take control of the targeted drone by hijacking the drone’s communications link.
(Also known as protocol manipulation.)

Destroys vital segments of the drone’s airframe using directed energy, causing it to crash to the
ground.

Designed to entangle the targeted drone and/or its rotors.

Spoofin

Projectile Employs regular or custom-designed ammunition to destroy incoming unmanned aircraft.

Combined Interdic- | A number of C-UAS systems also employ a combination of interdiction elements—most com-
tion Elements monly, RF and GNSS jamming systems that work in tandem.

S y (50
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CHALLENGES / LIMITATIONS of C-UAS Response Technologies

Drone on Drone: Can be dangerous, very difficult in practice and ineffective for a
swarm attack

Kinetic Counter Drone: Can be dangerous, when having flight interrupted by
physical means will fall to the ground at considerable speed. Considered by many

as inappropriate for use over crowds.

RF Jamming Systems: work by disrupting the drone’s communication; drones can
be programmed to operate autonomously without an active RF link. Jamming
systems could also interfere with legitimate communication.

Drone technology itself is not standing still.... Requiring constant response to
advancing technology.







Legality

Overview of legal barriers to counter-UAS interventions

Many countermeasures for detecting and mitigating unmanned aircraft
systems (UAS)/drones are considered illegal under certain federal laws
that were enacted at a time when advanced UAS technology was
unforeseen. Depending on the technique, one or more of the following

statutes or regulations, and potentially others, may be violated:

Access to protected computers )
Computer Fraud and Abuse Act, 18 U.S.C. Section 1030

Electronic communications

- Wiretap Act, 18 U.S.C. Section 2511

- Pen/Trap Statute, 18 U.S.C. 3121

- Communications Act of 1934, as amended, 47 U.S.C. §§ 301, 302a(b), 333.

Interference with civil aircraft _
Aircraft Sabotage Act, 18 U.S.C. Section 32




Legality

There is a growing recognition in Washington of the urgent need to address the
potential threat posed by unauthorized drone operations

In 2016, Congress granted counter-UAS authorities to two federal agencies:

DOE Fact Sheet




Legality

In 2018 as part of the FAA Reauthorization Act and the Preventing Emerging Threat
Act the following agency were given drone mitigation authority




Legality
FAA Reauthorization Act

Overview

- Places limits on the interception of
communications obtained in the course of
lawful and appropriate Counter-UAS operations.

- Mirrors the legislative language included in

FY17 and FY18 NDAAs providing counter-UAS
authorities to DOD

- Limits what DOJ and DHS can protect and
who can carry out these activities.




What you can do?

Contact your Representative and Senators to
share your views regarding counter-UAS
authorities

- Visit these sites to identify your individual
congressman/congresswoman and Senators
and get contact info. — house.gov; senate.gov

Consider engaging in trade association

activities focused on advancing counter-UAS
issues

- Talk to representatives from the Security
Industry Association (SIA) or other groups to
find out what they are doing in this area and
how you can get involved

Participate in federal rulemaking process
developing counter-UAS regulatory framework
- Visit reginfo.gov to monitor rulemaking
developments and to identify opportunities to
submit formal comments







Appendix

Why the status quo is untenable — the careless, clueless and criminal

Proliferation of drones expected to give rise to incidents

involving the “careless and clueless.”

Over the next five years, the FAA projects that the hobbyist and commercial small
UAS (sUAS)/drone fleets in the U.S. will increase exponentially:

Type 2016 2021 Percent
change

Hobbyist 1.1 million 3.55 million 222%

Non-Hobbyist 42,000 420,000 900%
(Commercial)

Total 1.142 million 3.97 million 247%
Source: FAA Aerospace Forecast 2017-37

Capabilities of drones make them attractive for “criminal” use.

"Terrorist organizations have an interest in using drones.....I think the expectation

is that it is coming here, imminently.”

- FBI Director Christopher Wray, testifying before Senate Committee on Homeland Security and Governmental
Affairs (9/27/17)




Appendix

'_If FAA Drone Incident Reporting

Document and provide the following information to FAA:

« Identity of operators and witnesses (name, contact information)

» Type of operation (hobby, commercial, public/governmental)

» Type of device(s) and registration information (number/certificate)
» Event location and incident details (date, time, place)

« Evidence collection (photos, video, device confiscation)

Contact your FAA LEAP agent or an FAA Operations Center for assistance.

FACILITY STATES PHONE NUMBER EMAIL
Western ROC AK, AZ, CA, CO, HI, 1D, MT, NV, OR, UT, WA and WY 425-227-1999 I-WSA-OPSCTR@faa.gov

Central ROC AR, 14, IL, IN, KS, LA, MI, MN, MO, ND, NE, NM, OH, 817-222-50064 9-C5A-ROC@faa.gov
OK, SD, TX and WI

East ROC AL, CT, FL, GA, KY, MA, ME, M5, NC, NH, PR, R, 5C, 404-305-0180 9-ESA-ROC@faa.gov
TN, Vland VT

East ROC DC, DE, MD, NJ, NY, PA, VA and WV 404-305-5150 9-ESA-ROC@faa.gov
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Appendix

Basic Law Enforcement Response D.R.O.N.E.

Direcl attention outward and upward, attempt to locate and identify individuals operating
the drone. (Look at windows/balconies/roof tops).

Repnrt incident to the FAA Regional Operations Center (ROC). Follow-up assistance can be
obtained through FAA Law Enforcement Assistance Program special agents.

Observe the UAS and maintain visibility of the device, look for damage or injured individuals.
Note: Battery life is typically 20 to 30 minutes.

Notice features: Identify the type of device (fixed-wing/multi-rotor), its size, shape, color,
payloa video equipment), and activity of device.

Execute appropriate police action: Maintain a safe environment for general public and first
responders. Conduct a field interview and document ALL details of the event per the
guidance provided by the FAA. www.faa.gov/uas/resources/law_enforcement/

Always follow agency policies — Take appropriate action based on the facts and circumstances of the incident and site/area-
specific [aws and rules. The FAA's enforcement action does NOT impact ANY enforcement action/s taken by law enforcement.

Local ordinances that may apply include, but are nof limited to: Reckless endangerment, criminal mischief, vayeurism,
inciting violence.

Snuno@



Appendix

Counter UAS Product Catalog

COUNTER-DRONE SYSTEMS

Arthur Holland Michel February 2018
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ABOUT THE CENTER FOR THE STUDY OF THE DRONE

The Center for the Study of the Drone at Bard College is an
interdisciplinary research institution that examines the
novel and complex opportunities and challenges presented
by unmanned systems technologies in both the military
and civilian sphere.

235 C-UAS Products

a

COUNTER-UAS

Manufacturer

Aaronia AG
Accipter

Accipter
Advanced Protec-
tion Systems

Advanced Radar
Technologies

Aiarbus DS Elec-
tronics/Hensoldt

Airbus Group SE

Aselsan Corpora-
tion

Aselsan Corpora-
tion

Aveillant

Product Name

RF Drone

IHASAVAR

IHTAR

Gamekeeper 16U

Drone Defender

Country of Ongin

Cermany

Canada

Poland

Germany

France

Turkey

Turkey

United Kingdom

Belgium

Detection

Radar, EO, IR

Radar, Acoustic,
EO, IR, RF

Radar, EO, IR

Radar, E/O, Other

Radar, IR,

Radar, EOQ, IR

Interdiction

RF Jamming, GNSS
Jamming

RF Jamming, GNSS
Jamming

RF Jamming

RF Jamming, GNSS
Jamming

RF Jamming, GNSS
Jamming

Laser, Gatling Gun

RF Jamming,
Jamming

RF Jamming, GNSS

Platform

Ground-based

Ground-based

Ground-based

Ground-based

Ground-based

Ground-based

Ground-based

Handheld

Ground-based

Handheld

Ground-based

Ground-based

Ground-based

nd-based
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Counter UAS Directory

The counter UAS directory by Unmannedairspace.info

The following directory is o listing of avaleble counter-LAS systems, networks ond components and is supplied free of charge to unmannedoirs pace.i
wehsite visitors for information purposes only. The directary is under constant review and will be updated and enlarged. Information is suppifed airectly by
supgliers, with data edited to remove unverificble daims. The publisher occepts no responsibility for the informotion supplied. Website sources for the dota
plus further contact information are given alongside product ond services descriptions.

‘ Company ‘ Product Description Woebsite
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